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Cyber Resilience

The ability to anticipate, withstand, recover from, and 

adapt to adverse conditions, stresses, attacks, or 

compromises on systems that use or are enabled by 

cyber resources.

Can your business withstand a cyber attack?

NIST: https://csrc.nist.gov/glossary/term/cyber_resiliency



Avg cost of Cybercrime 

for an organization

Avg Cost of Cyber Attack
by Industry

Banking $18.4M

Utilities $17.8M

Software $16M

Automotive $15.8M

Insurance $15.8M

High Tech $14.7M

Capital Markets $13.9M

Energy $13.8M

US Federal $13.7M

Consumer 

Goods

$11.9M

Health $11.9M

Retail $11.4M

Life Sciences $10.9M

Media $9.2M

Travel $8.2M

Public Sector $7.9M

of breaches are 

financially motivated

$13M

71%
of breaches involved

small business

43%

of global risk over

the next 5 years

$5.2T

Industry            Avg Cost  
A Cyber 

Attack Occurs

11
sec

every

Source: Security Magazine

The Evolving Cyber Threat Landscape



Complexity – The Fundamental Security Challenge
Fragmented Market and Disjointed  Threat Centric approach to Security in the Enterprise
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“Transforming cybersecurity into cyber-resilience 

involves prioritizing resilience over defense, and 

elevating the native disciplines and skills used by the 

business continuity management office above 

cybersecurity teams’ traditionally defensive strategies.”

Gartner, You Will Be Hacked, So Embrace the Breach!

"Implement at least an immutable backup copy by 

selecting write lock or WORM media before starting any 

other initiative, as having an immutable copy of the 

backup is the most important item to start protecting 

backup data."

Gartner, Innovation Insight for Leveraging Isolated Recovery 

Environments and Immutable Data Vaults

The Time for Resilience is Now!



Identify Protect Detect Respond Recover

Cyber Security 

FrameworkNIST
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Our approach: NIST Cybersecurity Framework

IDENTIFY RESPOND RECOVERPROTECT DETECT

Managed Detection & Response

Incident Response & Recovery

Cyber Recovery 

Solution

Endpoint

Identity & Access 

Management

Network, Data & 

Applications

Education Programs

Asset discovery & 

management

Cyber Security

Assessment

Business Impact 

Analysis

Resiliency Strategy

Advisory Consulting Services, Governance & Continuous Improvement

Design, Build & Operate Security Operations 

Center

Penetration Testing, Compromise Assessment Digital Forensics

Threat Detection

Residency Services, vCISO Recovery Planning

Vulnerability 

Assessments
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Progress Markers in a Cyber Resilience Journey

• How Apps are built

• How Apps are updated

• How Apps are allowed to fail 

and recover

• Stateless vs. Stateful

• How much control do you 

have

App Stack

Resilience

• Operating environment 

resilience

• Infrastructure Trust – from the 

Hardware Root to the 

OS/Platform

• ‘Ring of Fire’ and Defense in 

Depth & Breadth 

Infrastructure

Resilience

• Data classified based on Value

• Data assets mapped to 

Organization’s Survival Time 

Objective

• Having a non-suspicious Golden 

Copy of business data assets 

• Having an isolated Air-Gap 

Data 

Resilience

Zero Trust is the foundation 
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Data Resilience made Practical

• Data classified based on Value

• Data assets mapped to 

Organization’s Survival Time 

Objective

• Having a non-suspicious Golden 

Copy of business data assets 

• Having an isolated Air-Gap 

Data 

Resilience

Business “STO” & “MVO”

Blue Teams + LoB

Trusted Infrastructure +
Clear Run Books



12

Incident Response

• NIST SP800-61   Computer Security Incident Handling Guide

• NIST SP800-86   Guide to Integrating Forensic Techniques into Incident Response

• NIST SP800-184 Guide for Cyber Security Event Recovery

• ACPO Good Practice Guide for Digital Evidence

ACPO Principle 1:
No action is taken that should change data held on a digital 

device including a computer or mobile phone that may 

subsequently be relied upon as evidence in court.

3.3.4 Eradication and Recovery
Eradication and recovery should be done in a 

phased approach so that remediation steps are prioritized. 

For large-scale incidents, recovery may take months; 

the intent of the early phases should be to increase the overall 

security with relatively quick (days to weeks) high value changes 

to prevent future incidents.



Dell Customer Communication - Confidential

Cyber Resilience – What is the difference?

Immutability
‘Unchanging over time or unable to be changed’

Cyber Resilience
‘The ability to continue operations following a cyber incident’

Multiple reports following real world events 

have indicated that immutability is only one 

consideration…

Isolation 

Immutability

Intelligence

A proven offline copy 

Secure Global Supply Chain

Incident Response Plan & Testing

Fastest Time to Recovery of Good 

Data

Regulatory Compliance Through 

Accurate Analysis and Reporting

• Zero Trust with Dual role and Multi 

Factor Authentication

• Proven Data Integrity since 2001 

(DIA) 

• Immutability with Retention Lock 

(2012)

• Efficient Data Consumption & 

shortest time to recover certified 

clean data

• Anomaly Alerting and Reporting for 

audit and regulatory compliance
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Cyber recovery contributions

Cyber Recovery Customers1300+

2015 First “Isolated” recovery solution with custom deployment

2018 Introduced PowerProtect Cyber Recovery solution

2019 First technology vendor in Sheltered Harbor Alliance Partner Program

2020 First Endorsed Sheltered Harbor Solution – PowerProtect Cyber Recovery

2021 Introduced PowerProtect Cyber Recovery for Multi-Cloud

2021 Introduced PowerProtect Cyber Recovery for AWS

2022 Introduced PowerProtect Cyber Recovery for MS Azure
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Dell PowerProtect Cyber Recovery
Ensuring Recovery After A Cyber Disruption

C YB E R  R E C OVER Y V AU L T

Analyze

4

Monitoring 

& 

Reporting

1

Sync

Automated Operational

Air Gap

Lock

3

Copy

2

D AT A C E N T E R

Production

Workloads

Backup

Workloads

D R  S I TE

DR Backup

Recover
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Dell Customer Communication - Confidential

MITRE Att&ck Impact Analysis
Attack Type Attack Description Mitre Att&ck Impacts Backup Immutability Isolation Intelligence

Ransomware

• Infects endpoints and servers

• Encrypts all CIFS and NFS shares it can 

access

• Data Encrypted for Impact

Ransomware

+ Backup Deletion

• Infects endpoints and servers

• Backups are manually deleted (admin 

credentials)

• Data Encrypted For Impact

• Data Destruction

• Inhibit System Recovery

Ransomware

+ Platform Wipe

• Infects endpoints and servers

• Backup infrastructure is wiped at platform level

• Data Encrypted For Impact

• Data Destruction

• Disk Wipe

Ransomware

+ Firmware Attack

• Infects endpoints and servers

• Backup and other platforms are crashed at 

firmware level

• Data Encrypted For Impact

• Data Destruction

• Firmware Corruption

Ransomware

+ VM Level Attack

• Infects endpoints and servers

• VMs are deleted (includes SW-defined backup 

infra)

• Data Encrypted For Impact

• Data Destruction

Dormant

Ransomware

• Infects endpoints and servers

• VMs are deleted (includes SW-defined backup 

infra)

• Data Encrypted For Impact

• Data Destruction

• Data Manipulation

Hidden Encryption • Infects endpoints and servers • Data Manipulation



Penetrate

In Summary…

Enumerate & Exfiltrate data 

Compromise Production Backups

Encrypt, Disrupt & Destroy

Their destruction

Zero Trust, isolated deep scan

Reduce the attack surface and neutralise 

elevated privileges

Single Incident Management Partner

Turnkey Cyber Incident Command

Strategize recoveries and relaunch plans

Obfuscate

Isolate backups from production

Make backups Tamper proof 

Your Protection
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