D&ALTechnologies

odernize your Cyber
esilience approach|

% 'R'fa,vi Baldey

CTQ Cyber Re5|I|ence G

bl gat e LR B

e vt e L) 0 s 0 L0 s ki el e




.‘ W|thstand recover from, and :

D<A L Technologies

NIST: https://csrc.nist.gov/glossary/term/cyber_resiliency 2 Copyright © Dell Inc. All Rights Reserved.



The Evolving Cyber Threat Landscape

Avg Cost of Cyber Attack

by Industry
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omplexity — The Fundamental Security Challenge

Fragmented Market and Disjointed Threat Centric approach to Security in the Enterprise
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The Time for Resilience is Now!

Gartner

“Transforming cybersecurity into cyber-resilience
involves prioritizing resilience over defense, and
elevating the native disciplines and skills used by the
business continuity management office above
cybersecurity teams’ traditionally defensive strategies.”

Gartner, You Will Be Hacked, So Embrace the Breach!

“Implement at least an immutable backup copy by
selecting write lock or WORM media before starting any
other initiative, as having an immutable copy of the
backup is the most important item to start protecting

backup data."

Gartner, Innovation Insight for Leveraging Isolated Recovery
Environments and Immutable Data Vaults
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Our approach: NIST Cybersecurity Framework

O Q 9 [

IDENTIFY ‘ PROTECT DETECT RESPOND RECOVER

Asset discovery &

Endpoint Managed Detection & Response
management

Cyber Security Identity & Access  [F° Design, Build & Operate Security Operations

- Assessment

] Management Center
Network, Data &

Applications Residency Services, vCISO Recovery Planning

Incident Response & Recovery
. . Cyber Recovery

Advisory Consulting Services, Governance & Continuous Improvement

Business Impact
Analysis
Resiliency Strategy Education Programs Threat Detection

Vulnerability
Assessments

Penetration Testing, Compromise Assessment
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Cyber Resilience Journey

%,

App Stack Infrastructure Data
Resilience Resilience Resilience
* How Apps are built » Operating environment * Data classified based on Value
* How Apps are updated resilience » Data assets mapped to
* How Apps are allowed to fail * Infrastructure Trust — from the Organization’s Survival Time
and recover Hardware Root to the Objective
+ Stateless vs. Stateful OS/Platform * Having a non-suspicious Golden
* How much control do you * ‘Ring of Fire’ and Defense in Copy of business data assets
have Depth & Breadth * Having an isolated Air-Gap

- Zero Trust is the foundation

s -

D<A L Technologies
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Data
Resilience

» Data classified based on Value

» Data assets mapped to
Organization’s Survival Time
Objective

* Having a non-suspicious Golden
Copy of business data assets

* Having an isolated Air-Gap

nade Practical

Business “"STO” & "MVO”

Blue Teams + LoB

Trusted Infrastructure +

Clear Run Books

10 Copyright © Dell Inc. All Rights Reserved.
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Incident Response

Preparation

Containment
Detection & Eradication
Analysis & Recovery

Figure 3-1. Incident Response Life Cycle

=

Post-Incident
Activity

NIST SP800-61 Computer Security Incident Handling Guide

NIST SP800-86 Guide to Integrating Forensic Techniques into Incident Response
NIST SP800-184 Guide for Cyber Security Event Recovery

ACPO Good Practice Guide for Digital Evidence

3.3.4 Eradication and Recovery
Eradication and recovery should be done in a
phased approach so that remediation steps are prioritized.

For large-scale incidents, recovery may take months;

the intent of the early phases should be to increase the overall
security with relatively quick (days to weeks) high value changes
to prevent future incidents.

ACPO Principle 1:

No action is taken that should change data held on a digital
device including a computer or mobile phone that may
subsequently be relied upon as evidence in court.
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Cyber Resilience — What is the difference?

Immutability

‘Unchanging over time or unable to be changed’

Efficient Data Consumption & ° Zero Trust with Dual role and Multi
shortest time to recover certified Factor Authentication
clean data

. Proven Data Integrity since 2001
Anomaly Alerting and Reporting for (DIA)
audit and regulatory compliance

Immutability with Retention Lock
(2012)

Multiple reports following real world events
have indicated that immutability is only one
consideration. ..

Cyber Resilience

‘The ability to continue operations following a cyber incident’

Isolation
Immutability
Intelligence

A proven offline copy

Secure Global Supply Chain

Incident Response Plan & Testing

Fastest Time to Recovery of Good
Data

Regulatory Compliance Through

Accurate Analysis and Reporting
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Cyber recovery contributions

First “Isolated” recovery solution with custom deployment

Introduced PowerProtect Cyber Recovery solution

First technology vendor in Sheltered Harbor Alliance Partner Program

First Endorsed Sheltered Harbor Solution — PowerProtect Cyber Recovery

SHELTERED"
HARBOR

Introduced PowerProtect Cyber Recovery for Multi-Cloud B i e A o B

Introduced PowerProtect Cyber Recovery for AWS This acknowledges that

Introduced PowerProtect Cyber Recovery for MS Azure Dell Technologies
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Cyber Recovery Customers



Cyber Recovery

r Disruption

------------------------------------------------------------------

Automated Operational
Air Gap (3) M

Production Backup ‘

= Workloads Workloads
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g Monitoring
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New Alerts

® 2 ciica

(WAL Cleared Alerts (24)

@ ec14,202101:30  Watchlist Changed

1,872 files

2 hosts jobname91bd86a2fead20c79b6ce389ad50c70810...

Suspected Ransomware

‘ @ pec14,202101:30

36,332 files

4 hosts jobname91bd86a2fead20c79b6ce389ad50c70810...

5 Medium Dec 14, 2021 01:30 Watchlist Changed

1,872 files

Dec 14, 2021 12:30pm: Suspected Ransomware

0 In this case, there were a small number of new files where the average entropy of new files had

takes place on certain application servers, such as a database server.

Default View

70810102

36,332 B 400Fw A |mpm

Extension /' Location /'

@ B-R-E-A- 2 ¢

NAME HOST OWNER

Another File Name that is too...ng.exe 91bd86a2fe... Jonathan Anderson

Another File Name that is too...ng.exe 91bd86a2fe... Jonathan Anderson

Another File Name that is too...ng.exe 91bd86a2fe... Jonathan Anderson

Another File Name that is too...ng.exe 91bd86a2fe... Jonathan Anderson

Dec 14, 2021 01:30

Dec 14, 2021 01:30

Dec 14, 2021 01:30

Dec 14, 2021 01:30

@ 91bd86azf...
@ 91bds6af...
@ 91bd86a2f...

@ 91bd86a2f...

LAST MODIFIED ¥ ACCESSED

Dec 14, 2021 01:30

Dec 14, 2021 01:30

Dec 14, 2021 01:30

Dec 14, 2021 01:30

2 hosts jobname91bd86a2fead20c7906ce389ad50c70810...

Clear

high average entropy. The Machine Learning Model recognized this as a type of ransomware attack that

i E &, Download

File Type /

'- ® Type

@ Type 2
® Type 3

® Type 4

DIRECTORY LAST KNOWN BACKUP ID

Directory Name 12345
Directory Name
Directory Name

Directory Name

<




MITRE Att&ck Impact Analysis

Ransomware

Ransomware
+ Backup Deletion

Ransomware
+ Platform Wipe

Ransomware
+ Firmware Attack

Ransomware
+ VM Level Attack

Dormant
Ransomware

Hidden Encryption

Infects endpoints and servers
Encrypts all CIFS and NFS shares it can
access

Infects endpoints and servers
Backups are manually deleted (admin
credentials)

Infects endpoints and servers
Backup infrastructure is wiped at platform level

Infects endpoints and servers
Backup and other platforms are crashed at
firmware level

Infects endpoints and servers
VMs are deleted (includes SW-defined backup
infra)

Infects endpoints and servers
VMs are deleted (includes SW-defined backup
infra)

Infects endpoints and servers

Data Encrypted for Impact

Data Encrypted For Impact
Data Destruction

Inhibit System Recovery
Data Encrypted For Impact
Data Destruction

Disk Wipe

Data Encrypted For Impact
Data Destruction

Firmware Corruption

Data Encrypted For Impact
Data Destruction

Data Encrypted For Impact
Data Destruction

Data Manipulation

Data Manipulation



In Summary...

Their destruction
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G Penetrate

Enumerate & Exfiltrate data

Obfuscate

Compromise Production Backups

Encrypt, Disrupt & Destroy

Your Protection

H

3

)

¢

<@

Single Incident Management Partner
Turnkey Cyber Incident Command

Isolate backups from production
Make backups Tamper proof

Zero Trust, isolated deep scan

Reduce the attack surface and neutralise
elevated privileges

Strategize recoveries and relaunch plans
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